3. PebeHka crenyeT NpuydnTb 6epedb CBOW MepcoHalbHble JaHHble C paHHero Bo3pacTa. PebeHoK
OOMKEeH 3HaTb, YTO MMEHHO OTHOCUTCH K MepcoHarbHbIM OaHHbIM U YTO WX HENMb3s pa3MellaTb B
MHTepHeTe 6e3 HeobxogmMMocTh. OMacHOCTb MPEeACTaBAaioT Kak caMu OaHHble, Tak 1 doTorpadum
JOKYMeHTOB. [layke MpocToe pasMelleHmne HoMepa TenedoHa B COLManbHOM CETU MOXKET MPUBECTU K
HeykenaTerbHbIM 3BOHKaM, CraMy, Yrpo3aM UMn LaHTaxy.

4. Ecnny pebeHka y)ke ecTb BaHKOBCKadA KapTa, He CledyeT XpaHUTb Ha HeM MHOro geHer. Jlydlle Bcero
K1acTb AeHbrM Ha KapTy Toraa, Koraa oH CobMpaeTcsa YTO-TO MOTPaTUTb UITU XPaHWTb Ha Hel Heb6o blLLoe
KOJTIMYECTBO AeHer, KOTopOoe He CTpallHO ByaeT noTtepaTb.

5. He npwuBasbiBanTe TenedoH pebeHka K BAaHKOBCKMM KapTaM, cuyeTaM, MfaTexXHbIM cucTemMaM. Bce
nnaTexu 3a pebeHka fydlle NpoBoAMTb CAMOCTOATENbHO.

6. OrpaHu4YMBanTe YCTAaHOBKY MPUIOXeHWM Ha TenedoH pebeHka. Hannume Ha TefedboHe aHTUBUPYCa U
POOUTENBCKOIO KOHTPOMA MO3BOMUT 3aLLUUTUTL TeriedOoH OT criaMa M BPeOoHOCHbIX MporpamMm.

7. YCTaHOBUTE OrPaHMYEHUa M KOHTPO/b Ha MOBUNbHOM cyeTe pe6eHKa. JINMUT pacxoLoB, MOXHO
YCTaHOBUTb B JIMYHOM KabuHeTe MOBUIBbHOIO ornepaTopa. TaM e MOXXHO OTKJTIOYUTb BO3MOXXHOCTb
ocbopMnequ MJaTHbIX MOAONMMCOK M1 USMEHEHUNA Tapmcba.

8. Hay4ute pe6eHKa OornacatbCAd 3BOHKOB C HE3HAKOMbIX HOMePOB U He lNnepe3BaHMBaTb Ha HUX. KJ'II-O6OMy
3BOHKY C HEM3BECTHOIO HOMepa creayeT OTHOCUTLCSH C OCTOPOXKHOCTbIO. ECli Mepe3BOHUTb Ha TakoM
HOMep, BaC MOTIyT rnepeBecCtn Ha JIMHUIKO, rde 3a KaXKayrd MMHYTY Pa3roBopa C Balllero cyeta 6y,EI,yT
CMCbIBATbCA OrPOMHbIe AeHblrn.

9. O6bAcHUTe pebeHKy, YTO Helb3d MepexoduTb Mo ccbiikaM M3 CMC 1 3arpy»katb ¢aiibl, KoTopble
MPULLIY C HEU3BECTHOIO HOoMepa. Takow dai UMM CCbifika MOTYT YCTaHOBUTb Ha YCTPOMCTBO BUPYC
MM OTNPaBUTb BCe JaHHble Bnaaesbla TefiedboHa NPaMo B PYKM K MOLLEHHWKaM.

10. MoakntounTe pebeHKy 3alMTy OT HexenaTerbHbIX 3BOHKOB. Takasd GyHKLMA eCcTb Y CMapTPOHOB Ha
cucteMax Android 1 iOS. OHa No3BOMUT OTOUNBTPOBATb CMaM, 3BOHKM C OMACHbIX U HexenaTebHbIX
HOMEpOB.

1. Ecnu pebeHOoK yyke CTan »epTBOW MOLLUEHHWKOB, CledyeT HeMeaieHHo obpaTuTbcs B nonumumio. He
3abynbTe COoxpaHUTb BCe [oKa3aTeNbCTBa MOLUEHHUYEeCKOM OeATEeNIbHOCTU — CKPUHLLOTbI CaWTOB,
nepenmcok, KBUTaHLUMKM OHManH-MIaTEXEN.

JINYHBIN NpuUMep

YcTaHOBUTE Ha cMapTdPoHe pebeHKa HaAeXXHbl Naposib, KOTOPbIA OH OO/HKEH
3HaTb HaU3yCTb U HU C KEM He JenuTtbcda. To 06e30MacuUT yCTPOMUCTBO NpU
nonagaHuUn B PYKU Yy)>KUX Ntogen, B TOM YUcne gpyrmux geten.
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MOLUEHHUYECTBO B MHTEPHETE:
HeobxoauMbie CpeAcTBa 3alUMUTDbI

MpouBeTaloLWMii GU3HEC Ha KaXKAO0M U3 Hac

CoBpeMeHHble TexHUYeCKMe Cpeacrtsa oOuvYeHb CUIbHO UW3MEeHWIU Buabl
MOLUEHHUYECTBA, KOTOpble MCMOJIb3YIOTCA 3/10yMbIlWIEHHUKAMU. OHU MOTYT,
HanpuMmep, NnoaaenbiBaTb CaWTbl, CO34aTb CTPaHULY abCONOTHO UAEHTUYHYIO
CTpaHuUe MHTepHeT-MarasnHa ¢ Hy)XHbIM BaM TOBapOM, HO NMpu onjaTte AeHbrn
OTNpPaBATCA HaNpPAMYIO K MOLLEHHUKaM.

CaMbIM pacrnpocTpaHeHHbIM CNoco60oM MoLUeHHU4YecTBa B MHTepHeTe aBnaetca «bullnHrm. C ero
MOMOLLbIO MOLLEHHWKM BbIY)KMBAOT Y MOMNb30BaTeNA OAaHHbIE U MOTOM UCMOMb3YIOT MX B CBOMX Lenax. B
MHTepHeTe CyLLeCcTBYET OrPOMHOE MHOXECTBO PULLUMHIOBBIX CAUTOB. OHU MOTYT KOMMPOBaTb CTPaHMULLY,
Hanpumep, N3BECTHOW coLuceTU. [pKn MoMbITKeE BOMTM B CBOM MPOdUb Ha TAaKOM cCalTe MOLLUEHHUKMU
MoMy4aT MOMHbIM AOCTYM K BalleMY aKKayHTY.

OHWM C NErkocTbio NnoafenbiBatoT Nobon HoMep TenedoHa U He TOMbKO ero umdpbl, HO daxke MOoryT
coenaTb Tak, YTo Mpu 3BOHKe PeBEHOK YyBUAOUT HAAMWCh, HAarNpUMep, «MoNMLMa», «<MaMay, «bpaT» U T.N. bonee
MOMOBUHbI POCCUSAH PErynapHO Noay4YatoT 3BOHKM OT MOLLEHHMKOB (Mo AaHHbIM BLIMOM). CTpawHo? EcTb
Ccnocobbl OCTaHOBUTb 3/10YMbILLUIEHHUKOB!

Kno4yeBou Bonpoc
Kak NpoTMBOCTOATb MPECTYMHbIM OENCTBUAM MOLLEHHUKOB?



BHuMaHue!

CoBpeMeHHble MOLUEHHUKU aKTUBHO MUCMOJb3YIOT COUMUaNIbHYIO UHXXEeHepuio
— NCcUxXosiorm4yeckKme npuemMmMsbl, BbiHy)XaatoLime XepTBy caenatb MMEHHO TO, YTO
HY>XHO MOLLEHHUKY, HanpuMep NepemnTun No cCbifike, CKadaTb BpeAoOHOCHbIU ¢pann
unun coobwmnTb Kog n3s CMC. Mo paHHbIM BLIMUOM, 9% poccusH Tepsanu geHbru B
pe3ynbrate AencTBU MHTEepPHET-MOLLUEHHUKOB, a 6% 3as1BNS/IM O KpaXke KPYMHbIX
CYyMM.

3a 4eM XKe oxoTaTca undppoBblie MOLUEHHUKU?

« [OeHbru;
« [lNepcoHanbHble AaHHbIE;
« JlorvHbl 1 naponu.

Hapo 3anoMHUTD!

1.

N

0na coBpeMeHHbIX MOLUEHHWMKOB MepCOoHalibHble OaHHble ABMNAKOTCA HE MeHee LEeHHbIMU, 4YeM
LeHeXXHble CpeiCTBa, a MHOrAa OHW OaXke nosne3sHee. VIMeEHHO C MOMOLLbIO MePCOHanbHbIX OaHHbIX
MPEeCTYNMHMKM OTHMUMAKOT Yy XXepTBbl OeHeXHble CpencCTtBa, BXOoOd K Hen B nosepue. KpoMe TOro,
nepcoHallibHble OaHHble CaMK 1O cebe nMetoT LUeHHOCTb, Bedb MOLUEeHHUKM MOryT npodaBaTb KX
OOYTrMM MPecTynHWMKaM.

KpoMe OHMaMH-MOLUEHHUMKOB CyLLeCcTByeT Lpyras, He MeHee onacHad rpymnna — TenedoHHble
MOLLEHHUKW. OHU MOTYT MPEACTaBUTbCA KEM YrogHO: COTPYAHMKOM 6aHKa, nonnumm, nprcnats CMC ot
MMEHW POACTBEHHMKA. OHUM TaKXKe MCMOJb3YIOT CoLManbHYO MHYXEHEPWIO, MbITadCh YKPAaCTb AaHHbIE,
VIHOTOa MOLLUEHHWMKM CreLmnarnibHO OXOTATCA 3a Fro/IOCOM YesloBeKa, HarnpuMmep, 3af4aBas HaBa34dMBble
BOMpPOCHI. MIX MHTepecyeT To, Kak aboHeHT HasoBeT cBou DUO, a TakKe CKaxkeT: «Ja». B ganbHemem
MOLLEHHUKM MOIYT UCMO/b30BaTb 3arMcK rosioca A4 Bxoda B GaHKOBCKMM aKKayHT KepPTBbl, FOJIOCOM
rnoaTeepyXaasd 6aHKOBCKMeE orepaLmm.

Ewe ogHa onacHoCTb B VIHTepHeTe — CKpbITble MiaTHble MOoAMUCKU. MHOrMe MOLIEHHUKU Unn
HenobpOoCoBECTHbIe OPraHmM3aLMM NPOBOLIMPYIOT MNofb3oBaTtenen Ha odopMIeHmne NoanMCoOK TakMM
06pa3oM, YTO MoMb3oBaTeNb y3HaeT 06 3TOM TOMbKO TOraa, Korga obHapy»XUT perynapHoe cnmcaHme
OEeHer co CBOero cyeta. TaKyto CKPbITYIO MOAMUCKY MOXXHO CrlydaliHo obopMUTb Mpu nepexone Ha
CalT C NUPATCKUM KOHTEHTOM, MPU CKaudMBaHWKM dalna Unmv NPUNOXKEHUS UK MPU onfaTe Kakow-
nmMbo ycnyrn B MIHTepHeTe. Tak, HanpuMep, OQHOKPATHO KYMKMB UYTO-NTMBO UKV MOXEPTBOBaB AeHbMM,
MOMHO He 3aMeTUTb rasiouky, KoTopas NoATBePyK4aeT Ballle cornacme Ha Noanucky. MiHorga cosgatenm
caWTa crneluvanbHO AenatoT 3Ty rafiouky eaBa PasinymMom UM Oayke BOBCE CKPbITOW C aKpaHa. byabste
60uTeNbHbI!

NMone3Hble coBeTbl

Kak 3awmtuTb pe6e|-|Ka OT MoLleHHu4yecTBa B UHTepHeTe?

1.

B mepByto odepenb crnenyeT HayuynTb pebeHka nepenpoBepdaTb MHPOPMaLMto. B cnydae ¢ canTtamm
cnepyeT obpallaTb BHUMaHME Ha afpeCHYO CTPOKY — HET MM B agpece calTa KaKUx-nbo naMeHeHum
WU HETOYHOCTEW. ECnn agpec oTin4YaeTca OT HAaCTOALLEro AaxKe Ha OAMH CUMBOJ1 — 3TO ABHbIN MPU3HaK
noafdenku. Ecnm BXogdaWlMiM 3BOHOK MOCTyMNaeT OT MpeactaBuTena 6aHka Wau OpYyron CTPYKTYpPbl,
cnefyeT CaMOCTOATENbHO MEPEe3BOHUTL B 3Ty OPraHM3aLMio U 3a4aTb MM BOMPOC, €CTb TN Y HUX TaKoM
COTPYOHUK M MOT /1M OH BaM ceivac 3BOHWUTb. Yallle Bcero 6GaHkM He OCYLLEeCTBS0T onepaunm no
3BOHKaM. OgHaKo cneayeT y4MTbIBaTb, YTO MOLLUEHHWKM MOTYT LIeNTMKOM CKOMMPOBaTb Aa)Ke HaCToA WM M
HOMeEP U MPeacTaBUTbCA HAaCTOALLMM MMeHeM COTPYOHMKa.

O6bAcHUTe pebeHKy, YTo He crefyeT MPUHKMMAaTb NocrneLllHbIX pelleHnii. MoLLeHHUKM MoryT TpeboBaTb
OT YXePTBbl MPUHATb pPeLleHMre B TEKYLLMM MOMEHT. OHU PacCYMTbIBAOT Ha TO, YTO B CMeELUKe, MaHMKe
WA CTpaxe YeoBeK yTpaTuT 64MTeNbHOCTb M OXOTHEee CornacuTca Ha rnepesop AeHer. B TakoM criydae
MOXHO OTBeTUTbL: «Celyac 9 BCe MPOBEPIO U MEPE3BOHIO BaM», MM «MNepe3BOHUTE MHe Yepe3 5-10
MWHYT, MHE HY)XHO BpeMsd, 4Tobbl mogyMaTb». OOblYHO 3TOro BPeMeHW XBaTaeT YesloBeky, YTobbl
pacrno3HaTb MOLLUEHHMKOB, MPOBEePUTb MHPOPMALMIO M HE AOMNYCTUTb OLLIMOKN.



